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Abstract: With the high mobile phone penetration and subsequent significant usage of mobile phone applications, 

mobile users have become prime targets of hackers. Secure Software Development (SSD) advocates incorporating 

security aspects at the initial stages of software development. This study proposes a novel Mobile Application 

Development Lifecycle by reviewing SSD concepts and incorporating these concepts into MADLC- a mobile-focused 

software development lifecycle to create a security-aware Mobile Application Development Lifecycle (sMADLC). The 

proposed development lifecycle, sMADLC, can potentially help mobile application developers create secure software 

that can withstand hacker aggression and assure mobile application users of the confidentiality, integrity and availability 

of their data and systems. 

 

Index Terms: Security, Secure Software Development, Mobile Application Development, CIA, SDLC. 

 

 

1. Introduction 

Mobile phones have become prevalent owing to their decreasing cost, increasing computing power and the 

convenience they offer. World Bank [1] reported that Sub-Saharan Africa had a mobile phone penetration of 73%, with 

more developed economies reporting up to 98% mobile phone penetration rate. The same report notes that Internet 

access in Sub-Saharan Africa is about 30%, while in developed countries, it is at 80%. With such great mobile 

penetration rates and Internet access levels, businesses have attempted to explore newly created business opportunities. 

Governments have leveraged this penetration level to bring services closer to the people or offer more access to 

government services through e-government. Organizations and institutions have simplified their business processes 

through mobile phones to offer increased convenience and allow people to transact on the move.  

Businesses, institutions, and organizations have used mobile applications to exploit these expanding markets. 

These applications have become very popular with every other institution developing applications. A study by Van 

Noort and Van Reijmersdal [2] found that branded apps enhanced brand attitude and the relationship between customers 

and companies. This explains why companies want to acquire mobile apps. Users use such applications to buy products, 

access government services, access information over the web, for entertainment or even to access learning. As such, 

these apps have access to confidential and sensitive information such as personal data and credit card information. 

Android and Apple are the dominant application stores, with android users having more than 2.6 million apps to choose 

from and Apple users have 2.2 million possible apps to download [3].  

Mobile applications, popularly known as apps, pose more security challenges than desktop computers. Elsantil [3] 

observes that mobile phone design focuses more on portability, ease of access and low power consumption than security. 

Mobile users’ security awareness is lower than desktop users [4]. Many users, reliance on services through mobile 

mailto:gkamau@mut.ac.ke


Security-aware Mobile Application Development Lifecycle (sMADLC) 

Volume 13 (2023), Issue 2                                                                                                                                                                       37 

applications, low awareness of security practices amongst users, the low expertise level of mobile applications 

developers and all-day internet connection of mobile devices are some of the factors that make mobile application users 

prime targets by hackers. The three critical dimensions of security, as shown in Fig. 1, can easily be compromised.  

The confidentiality can be compromised as mobile phones can be stolen, and the wrong people can easily access 

data through malicious code embedded in mobile applications that users download.  

Data integrity can be compromised as information is exchanged over the Internet. Users believe mobile phones are 

secure since they always have them. As such, they use less secure passwords, if any, increasing the vulnerability of the 

information they exchange. System Integrity of the mobile phone should be preserved so that the performance is not 

impaired due to attacks by hackers. 

Data availability is easily threatened when hackers through backdoors [5], existent in the mobile applications that 

users download, deny users services they deserve to access. Hackers can block access to bank accounts and social 

media accounts. 

 

 

Fig. 1. The CIA Triad 

Cope [6] argues out that security must be incorporated right from the beginning of the software development and 

not at the end of the process as advocated by the traditional Software Development Lifecycles (SDLCs), such as the 

waterfall model that places testing at the end of all other stages just before deployment.  

Researchers also see the need to have separate SDLCs for mobile applications. Kaur and Kaur [7] opine that even 

though the basic steps in software development, such as requirements gathering, designing, implementation testing and 

delivery, remain similar for mobile phones and desktop computers, the details are different. Complexities and 

constraints such as performance, usability and bandwidth require more focused SDLCs. Applying security practices in 

the traditional SDLCs leads to conflict between business objectives and security engineering goals [8]. Other studies 

also proposed SDLCs that focused on mobile application development include [9, 10]. 

Given this background, security researchers and practitioners ought to ensure that mobile phone users are protected 

against security attacks. This study aims to propose a security aware SDLC for mobile application developers. The rest 

of the study is organized as follows; Section 1.1 will concretize the definition of the problem, and Section 2 will review 

attempts by researchers to offer a solution to the problem of the vulnerable software. Then, Section 3 will outline this 

study’s methodology and steps towards developing sMADLC for secure mobile application development. Lastly, 

Section 4 will reflect and conclude the study.  

1.1 Problem Statement 

Increased mobile phone penetration and mobile application usage pose security challenges to phone users. The 

problem is exacerbated by the fact that mobile application development has attracted many developers who are not 

primarily computer science experts. These developers are unaware of security practices. Application users are unaware 

of security threats, with many just granting app permissions, oblivious of the consequences. Traditional SDLCs relegate 

testing to the last stage of SDLCs just before deployment; thus, security is not addressed right from requirements 

gathering. Mobile phone applications have complexities and constraints that require more focused SDLCs. Mobile 

applications developed through the traditional and generic software development lifecycle potentially expose app users 

to security threats. 

The study aims to develop a security-aware model for mobile application development to address secure software 

development through the software development lifecycle. The study’s objectives are to review SSD practices and 

MADLC – a mobile-focused SDLC. Concepts from SSD and MADLC  will be merged to create sMADLC. 
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2. Related Work 

This section will review attempts by researchers to incorporate security awareness in software development. Ivaki 

and Antunes [11] proposed a Security-aware Integrated Development Environment (SIDE). The study argued that 

Integrated Development Environments (IDE) should be able to predict code vulnerabilities at the early stage of software 

development, that is, coding. The IDEs should have machine learning-based code security analyzers and security 

actuators. This framework helps address many security challenges. The limitations include that security considerations 

start at the point of coding and not at the point of requirements gathering. Security-related issues should be addressed 

right from the beginning [5]. Further, in the context of mobile application development, the framework does not address 

issues specific to mobile application development but assumes that all software is the same and thus, addressing 

security challenges at the coding stage would suffice. 

Goel [12] proposed a Security-aware Requirements Elicitation, Assessment and Design Methodology (SecREAD). 

The study argues that security practices should be considered right from gathering requirements and assessing the 

requirement to the system’s design. Having security considered from the requirement gathering stage is bound to build 

secure systems. However, security practices must continue through all the stages of the SDLC [13]. The methodology 

also does not consider special requirements of mobile phone application development.  

Authors have also attempted to raise security awareness among mobile software developers, who are regarded as 

the weakest link in combating insecurity. Qian, et al. [5] proposed an innovative and active Secure Software 

Development (SSD) approach. The approach advocated for SSD in institutions of higher learning. A module was 

developed and used to train students on how to develop secure mobile applications. The developed course modules can 

easily be plugged into many software development courses in computer science curriculums. The study reported 

positive feedback and increased student efficacy in secure mobile application development. Introducing a module 

within computer science software development is an excellent approach to solving the security problem at the software 

development level since learners have a hands-on approach. The limitation is that not all mobile application developers 

are formally trained. A study by Wambua and Maake [14] established that 5% of software developers either have no 

formal software development training or only hold a certificate.  

3. Research Methodology 

To meet this study’s goal, that is, to develop a security-aware model for mobile application development, the steps 

followed in this study are shown in Fig.2 and explained after that. The steps will address the study’s objectives and thus 

help in developing the secure mobile application development lifecycle.  

 

 

Fig. 2. Study Methodology 

Step 1: Define the problem: This will involve the formal definition of the problem so that a model to solve it can be 

conceptualized. This has been done in Section 2 of the paper.  

Step 2: Review of literature on secure software development: This will involve teasing out concepts of security 

ware software development and secure software development. The same keywords will be used to search research 

databases. Some of the studies have already been discussed in Section 3 of the paper.  

Step 3:  Review literature on mobile-focused SDLCs: Mobile application development has its own complexities 

and constraints that open call for more mobile-focused SDLCs. This will be reviewed in the study. The assumption is 

that adding security aspects reviewed in Step 2 would yield a security-aware-mobile development model. 

Step 4: Modelling features from Step 1 and Step 2: This is the step in which the security-aware model for mobile 

application development will be conceptualized based on the features and concepts learned in steps 2 and 3.  

Step 5: Model validation: In this step, the model developed in step 4 will be validated. The validation is two-fold. 

 

i. Experts focus group: The model will be subjected to both experts in Software Engineering and Security. Their 

opinions and suggestions will then be implemented in the model. Depending on time and experts’ availability, 

this step can be done iteratively to eliminate any bias and increase the study's validity. 

ii. Survey mobile software developers: This will be a large-scale survey with the following objectives: - 

1) To determine if the proposed model would be an effective SDLC for mobile application development. 
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2) To determine if the prosed security practices sufficiently address security concerns regarding SSD in mobile 

application development. 

3) Any comments for improvement that the mobile application developers have. 

3.1 Mobile Application Lifecycle (MADLC) 

Vithani and Kumar [9] proposed a mobile-focused SDLC called MADLC – Mobile Application Development 

Lifecycle. The proposed SDLC has the stages depicted in Fig. 3.  

 

 
Fig. 3. Pictorial depiction of MADLC 

Table 1. MADLC stages as described by [9, 15] 

No Stage Process 

1.  Identification New ideas are collected, or an existing one is improved through brainstorming.  

The novelty of the idea is established. 

Initial requirements gathering is completed.  

2.  Designing  Initial development of the design.  

A decision is made on whether this should be a trial of the full version.  

Functional requirements are defined. 
A storyboard for the user interface describing the application flow is created. 

3.  Development An appropriate programing language is used to code the application’s functional 

requirements and user interface 

4.  Prototyping The application is tested to see if user requirements are met. 

Experts do the testing. 
The application is also sent to the client, and the feedback is incorporated – this can be 

iterated until all functional requirements are met. 

5.  Testing  Testing through both virtual devices and real devices is conducted. 

The application is also tested on all targeted platforms are also 

6.  Maintenance The continuous support and improvement of the application. 
Fixing of bugs discovered by users. 

Incorporating user-changing needs. 

 

MADLC accommodates the unique features and complexities of developing mobile applications, such as battery 

life, number of screens, cross-platform development and limited interfaces but does not entrench security practices.  

3.2 Secure Software Development Concepts  

The literature has identified certain practices to enhance security at different stages in the software development 

lifecycle. This has come to be appreciated by researchers and practitioners as Secure Software Engineering (SSE). 

These practices have been incorporated into the general SDLCs by some approaches, including Microsoft Security 

Development Lifecycle (SDL) [16], McGraw’s Touchpoints [17], and Comprehensive Lightweight Application 

Security Process (CLASP) from Open Web Application Security Project (OWASP) organization [18].   

McGraw defines the seven touchpoints listed below that every secure software development lifecycle should 

incorporate at different stages during software development. 

 

1. Code review 

2. Penetration testing 

3. Risk-based security tests 

4. Security requirements 

5. Abuse cases 

6. Architectural risk analysis 

7. Security operations 

 

As for Microsoft’s SDL, the following security practices are added to the software development lifecycle. In the 

requirement gathering phase, user security feature requirements are defined, while in the design phase, the MS SDL 

threat modelling for security risk identification is carried out.  

In the implementation phase, static analysis code is performed. At completion, security testing of critical 

components of the software is done. The final security review then follows.  
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On the other hand, the CLASP by OSWAP defines twenty-four security-related operations. These operations may 

be fully or partially implemented into the SDLC during the software development. The exact application depends on the 

type of software being developed. 

CLASP advocates for threat modelling being carried out at the requirements elicitation phase, just like Microsoft’s 

SDL. It further advocates for secure coding practices during the design and implementation phase, including static code 

analysis and inspections. In the final stage, CLASP advocates for security testing to be carried out.  

In the next section, to build a Security-aware Mobile Application Development Lifecycle(sMADLC), security 

practices identified from these three leading secure software development lifecycles will be applied to the unique stages 

of developing mobile applications as described in MADLC.  

3.3 Security-aware Mobile Application Development Lifecycle (sMADLC) 

Table 2. sMADLC stages 

No Stage Process Security  

1.  Identification New ideas are collected, or an existing 
one is improved through brainstorming.  

The novelty of the idea is established. 

Initial requirements gathering is 
completed.  

Perform threat modelling 
Identify possible attacks on the CIA triad 

Identify possible privacy breaches 

Define Security Metrics and acceptable levels 
 

2.  Designing  Initial development of the design.  

A decision is made on whether this 

should be a trial of the full version.  
Functional requirements are defined. 

A storyboard for the user interface 

describing the application flow is 
created. 

Define security requirements  

Non-functional security-related requirements are defined 

Security business goals are defined 

3.  Development An appropriate programing language is 

used to code the application’s functional 
requirements and user interface 

Perform Static Analysis Security Testing (SAST) 

Application developed in Security-aware Integrated 
Development Environment (SIDE) [11] 

Encryption of databases 

Definition of the needed user- permissions. 
Application of recommended code patterns 

4.  Prototyping The application is tested to see if user 

requirements are met. 
Experts do the testing. 

The application is also sent to the client, 

and the feedback is incorporated – this 
can be iterated until all functional 

requirements are met. 

Verification of security-related non-functional requirements 

Verification of business security goals 

5.  Testing  Testing through both virtual devices and 

real devices is conducted. 
The application is also tested on all 

targeted platforms are also 

Perform Dynamic Analysis Security Testing (DAST) 

Security testing 
Penetration testing  

6.  Maintenance The Continuous support and 
improvement of the application. 

Fixing of bugs discovered by users. 

Incorporating user-changing needs. 

Establish a Standard Incident Response Process 
Code refactoring to eliminate anti-patterns that bring 

vulnerability. 

Continual improvement of security measures 

 

 
 

Fig. 4. Security-aware Mobile Application Development Lifecycle 

Features of Secure Software Development (SSD) are incorporated into the Mobile Application Development 

Lifecycle (MADLC) to come up with Security-aware Mobile Application Development Lifecycle (sMADLC), as 

depicted in Fig. 4. The specific stages of sMADLC are illustrated in table 2. By incorporating specific and relevant 

security activities from SSD into every stage in MADLC, security will be addressed from Identification - the initial 

stage of the mobile application development to maintenance – the last stage in the lifecycle. Security should never be 

Security 
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viewed as a post-development undertaking if developed systems are to withstand hacker aggression and maintain 

privacy and integrity. 

4. Conclusion and Future Work 

This study sought to address the problem of insecurity in mobile application development. With higher mobile 

phone penetration, users have turned to the use of mobile applications for business, entertainment, or learning, making 

them prime targets for hackers. The study explored the concept of Secure Software Development (SSD), which 

advocates for incorporating security issues right from the first stage of software development to the last stage instead of 

focusing on security only at the testing stage. The study incorporated these concepts into a mobile-focused SDLC, 

Mobile Application Development Lifecycle -MADLC, to develop Security-aware Mobile Application Development 

(sMADLC). 

Authors posit that the model can potentially assist mobile application developers in addressing the myriad of 

threats directed at mobile app users. Addressing security issues right from the beginning of the software development 

lifecycle and using mobile-focused SDLCs allow for addressing specific issues in mobile development. The study has 

proposed sMADLC that merges the two concepts, which have been  in the past developed as independent areas, to 

address secure software in the context of mobile application development  

In future, the model will be validated by experts and mobile application developers through surveys to understand 

the appropriateness of the model and the extent to which developers feel that the model addresses the security 

challenges in application development.  
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